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Abstract

Dependency in systems is one of the problems that reliability faces. Dependence
increases the probability of failure and can affect the performance of a system.
Regardless of the dependency, reliability is optimistically estimated and the system
fails sooner than expected. In the rail industry, subsystems show a high level of
dependence due to their high dynamics and complexity. Identifying dependencies and
dependent failures based on the block diagram of reliability and structure of the rail
system can affect the more accurate prediction of reliability and prevent irreparable
consequences. This paper presents a new mathematical model for predicting reliability
in the rail industry by considering common cause failure. The results show an increase
in accuracy in predicting reliability.

Keywords: Reliability, Dependent failure, Failure rate, Railway industry

Introduction

Reliability is one of the most important quality characteristics of large and complex
components, products and systems, especially the railway industry. The best results
from reliable performance can be achieved with well-designed systems [1]. Various
models and approaches have been developed to analyze or describe reliability, predict
operational behavior, and prevent failures. Reliability assessment methods are
generally classified into two categories: analytical and methods based on simulation
and other techniques [2]. Conventional methods of system reliability analysis are
mainly associated with the assumption of failure independence. The assumption of
independence is usually considered due to lack of information and leads to optimistic
estimates of reliability in systems. Because industry experience suggests that the
assumption of failure independence in different scenarios is unrealistic and leads to
increased risk and unacceptable errors; Therefore, in order to analyze the
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140 The Effect of Common Cause Failure in Predicting the Reliability ...

dependencies, the idea of dependent failures was introduced. As described in the
article by Mosleh [3], Hoyland and Rasand [4], Sun [5], Rasand and Lantjin [6], Zhou
et al. [7], etc., the issue of dependent failures over decades The latter has been
considered by researchers. Several classifications of dependency types have been
proposed by researchers in systems. The most famous is the Humphrey and Johnson
classification, published by them in an official document in the Atomic Energy
Organization of the United Kingdom in 1987, which defines the types of failures that
occur in a system due to dependency. This classification is presented in Figure 1.

DF (Dependent Failure)

CF (Cascading Failure)

CCF (Common Cause Failure)

CMF (Common Mode Failure)

Figure 1. Classification of types of dependent failures [1]

Types of dependent failures include cascade failure, common cause failure, common
state failure, negative dependent failure [4]. Cascade failure results from the failure of
one component, then leads to a series of failures of other components. In addition to
models such as Manchester model, hidden failure model, cascade model in power
distribution systems, cascade failure is also analyzed using independent failure
approaches such as fault tree analysis, reliability block diagram and Markov model
[9, 10]. Common cause failure is a type of dependent failure in which two or more
components simultaneously or over a short period of time and as a direct result of a
common cause fail. This type of failure eliminates the redundancy or diversity used
to improve reliability in the system [7,11,12]. Common-state failures are specific to
common failures in which multiple systems and equipment fail in one state and for
one reason. That is, failures with the same events or effects [13]. Usually methods
such as basic parameter model, root square models, beta factor models and
multivariate exponential distribution models, multiple Greek letter model, alpha factor
model, state diagram method and lethal shock model (binomial failure rate), Used to
analyze common cause and common state failures [7,14]. Negative dependent failures
can prevent further failures of other components in a system and are often analyzed
using independent failure approaches such as error tree analysis, reliability block
diagram, and Markov model [5]. Although different methods have been developed for
system modeling, limited methods have been used to model reliability in the rail
industry. These methods and models are also generally developed without considering
the dependency assumption. The railway industry is generally considered as a
complex network with dynamic activities and operates through coordination with its
various subsystems such as infrastructure, fleet, signaling and communications in
freight and passenger transport [15]. Three European standards EN 50126, EN 50128
and EN 50129 are required to run a railway project, and electronic safety systems,
signaling systems and other railway equipment are described in these standards
according to the system life cycle [16]. The basis of reliability modeling is based on
EN 50126 [17]. According to this standard, safety and availability of the railway
network are the most important elements in this industry and the railway industry can
achieve them only if it adheres to all the requirements of reliability and maintenance.
There are mainly two common views in reliability research in the rail industry: the
view of the network user and the provider of the network or rail transport companies
and reliability modeling are divided into two categories: system reliability modeling
and service reliability modeling. [18,19]. Continuous activity in the rail system
increases the risk of subsystem failure. For risk analysis of railway subsystems,
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generally using traditional techniques such as fault tree [9], block diagram of
reliability [20], analysis of failures and effects (FMEA) [21], critical analysis of failure
situations and its effects (FMECA) [22] and ... are used. Bement et al. [23] used the
reliability block diagram with a simulation approach to model the availability of
traditional rail line switches. Din Mohammadi et al. [22] analyzed the potential risks
of unexpected breakdowns in the rail fleet using the FMECA method in the Scottish
rail network. Su et al. [24] used statistical analysis for several categories of
disturbances and sources and their impact on reliability in China's high-speed rail
networks. Conrady et al. [25] proposed a method for quantifying the reliability of rail
fleet assets using breakdown statistics. Patra [26] investigated the application of
RAMS analysis in the maintenance planning of rail infrastructure repairs. Zhang et al.
[27] proposed a model for determining and evaluating the reliability of the railway
container transport chain using an innovative algorithm such as mathematical iteration
algorithms such as Hasfar and Lind-Reckitz-Fessler (HL-RF). Al-Douri et al. [28]
sought to improve the performance of railways with the aim of ensuring accessibility,
reliability, safety and reducing maintenance costs. Novas et al. [29] showed the effect
of repeated failures in the interval of failure (TBF) for the rejection of HPP and NHPP
models in the Madrid Metro. A network-type reliability assessment model called the
typical state effect diagram (TSID) was proposed by Foucault [20], which has a
special ability to describe general relationships. Chen [30] proposed two mathematical
models for measuring the reliability of the rail system and train timing based on the
basic theory of probability. The general model of rail system reliability in his research
is a function of the reliability of rail industry subsystems, including infrastructure and
fleet, assuming failure independence between subsystems. Due to the relationships
and complexities between rail subsystems, different types of dependent failures are
possible. The literature on modeling the reliability of the railway industry is not rich
and the assumption of dependence and determining the type of failure in studies has
not been considered. This paper develops an analytical model for assessing the
reliability of the rail industry by considering common cause failure. The structure of
this article is as follows. In Section 2, the identification of the rail system is presented.
In Section 3, an analytical model of reliability assessment in the rail industry is
proposed. The model justification is described in Section 4. Section 5 presents
methods for determining the common cause coefficient. Model estimation in Section
6, comparison with other models and sensitivity analysis in Section 7 and conclusions
are described in Section 8.

Identification the rail system

To create a reliability model in the railway industry by considering the types of
interdependent failures between subsystems, it is necessary to identify all the
structures, subsystems and activities that are involved in causing the failures [31].
Given the nature of the rail system and its complex configuration of multiple
subsystems and components, it is very important to identify the basic and important
subsystems in order to develop a modeling framework. In this study, using the system
structure separation diagram and reliability block diagram, relationships were
analyzed and dependency was assessed and dependent failure was identified among
the assumed subsystems of a rail system. Figure 2 shows the performance of a rail
system using a block diagram of reliability. The structure of a rail system is assumed
to include subsystems such as line (two parallel and odd parallel lines), signaling,
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tractor, and wagon, as shown in Figure 3. Each of these subsystems has its own
elements.

SUBSYSTEM 2

Even Track

Signalling Rolling Stock Wagons

SUBSYSTEM 3
0Odd Track

Figure 2. Subsystem reliability block diagram
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Figure 3. The structure of a hypothetical rail system
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After identifying the systems and subsystems, their performance and sequence were
examined, and with the help of these analyzes, the dependencies and the type of
possible failures that occur based on these dependencies were identified among the
subsystems. Dependent failure between rail subsystems was identified as a common
cause (effect of signal subsystem failure, which is a common cause of failure in even
and odd lines). Signaling subsystem components can simultaneously act as a common
cause of failure of line subsystem performance (even line and odd line); For example,
the circuit board is one of the components of the signaling subsystem and to detect the
presence of trains and control safety systems such as signal systems, needle exchange
systems, etc. by forming an electrical circuit with rails and shorting it by vehicle axles.
Riley is used. The signal is controlled by the line circuit by detecting the presence of
rail vehicles. All signal equipment is based on line circuit work. Failure in the line
circuit causes failure in the successful operation of the line and its components such
as needles and junctions; This example is an example of common cause failure in this
system. In the next section, an analytical model of the reliability of the whole system
is presented, considering the dependent failure of the common cause typ.

3. Analytical model of dependent failure in the railway industry

In this section, first the model hypotheses are as follows and then the model is
presented. The model assumptions are as follows:

The reliability function of a rail system with assumed subsystems is known. 2-
Topology and configuration of a rail system based on block diagram of reliability and
system structure is known. 3- The railway is two lanes (even line and odd line). 4-
Subsystem failure is a gradual process with a positive increase. 5- There is a common
cause of failure in the system. 6- Repair maintenance measures are not included in the
model. 7- Positive correlation between subsystem failure is considered.
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Rail system reliability is a function of the reliability of subsystems and components
of that system. According to the reliability diagram block, assuming that the railway
subsystems include line, signaling, fleet and wagons, the general reliability model of
the assumed railway system is expressed as follows [30]:

To calculate the reliability using the reliability block diagram, the following relation
can be expressed:

RT = f(RRollingstock ,RT'rack ,RSignalling ,RWagons ) (1)

Where, Ry is Reliability of the whole railway system and Rgoyingstock 1S Reliability
of rolling stock subsystem and Ry, IS Reliability of track subsystem and
Rsignauing 1S Reliability of Signaling subsystem and Ry gons is Reliability of wagons.
Equation 1 states that based on the system structure, the reliability of the railway
system is a function of the reliability of its subsystems [21]. Assumed railway
subsystems include track (even track and odd track), signaling, rolling stock and
power supply; when the assumption of statistical independent of failure between each
subsystem is applied, this equation can be simplified as follows:

RT = RRollingstock . RTrack . RSignalling -RWagons + a(W) (2)

The above equation states that the total reliability of the rail system is a function of
the reliability of its subsystems. When the assumption of failure between subsystems
is statistically assumed, the term a (w) refers to the uncertainty resulting from
interactions between subsystems, and the assumption of independence between
subsystems actually causes an unacceptable error. Therefore, in this section, the
dependent failure analysis of the common cause type in the reliability prediction
model of the railway industry is discussed. The effect of a subsystem or component
failure on other subsystems or components has two consequences [5]: A failure of a
subsystem or component causes other (affected) subsystems or components to fail
immediately. Failure of a subsystem or an (effective) component accelerates the
failure of other damaged subsystems or components. As a result of these two
consequences, the probability of failure of other damaged subsystems or components
increases and their failure rate increases. A subsystem or component can be effective
or influential, or both. A failure of a subsystem or component without being affected
by other failures is called independent failure of a subsystem or component. Similarly,
the probability of failure of this subsystem or component is referred to as the
probability of its independent failure. If a subsystem or component is affected by the
failure of other subsystems or components, the probability of failure of a subsystem
or component will be different from the probability of its independent failure. The
probability of subsystem or component failure increases with the effects of other
failures. The failure rate in reliability theory is often referred to as the risk or risk rate
function. For the sake of computational and mathematical simplicity in the dependent
failure analysis of a rail system with the assumed subsystems, the hazard changes are
estimated and then the system failure distribution functions and its reliability are
calculated.

One of the most effective factors that directly affect the reliability of the system is the
failure rate of subsystems and components of that system. To consider the dependence
on rail subsystems, a mathematical model is developed using Taylor's expansion
approach to calculate the dependent risk rate despite the common cause failure for
each subsystem, and after obtaining the common cause dependent failure rate, the
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functions The failure distribution and reliability of each rail subsystem are calculated
by considering the dependencies.

The probability of failure is shown using the failure distribution function. The
relationship between the failure distribution function and the risk function is as
follows [2]:

F(®) =1 exp [~ [y h()at] (3)

Where, F(t) is the failure distribution function and h(t) is the failure rate function.
Therefore, the failure distribution function of a subsystem or component can be
calculated using Equation 3 (failure distribution function) if its failure rate is
estimated. If the failures are independent, failure distribution function and failure rate
called as independent failure distribution function and independent failure rate. The
probability of failure and failure rate of a subsystem or component with dependent
failures is described using the interactive failure distribution function and the
interactive failure rate and the common cause failure distribution function and
common cause failure rate.

Where Fpnq, and hnq, represent the independent failure distribution function and the

independent hazard function of a subsystem or component i, respectively. Fy,;; and
hpne represent the interactive failure distribution function and the interactive failure
rate of a subsystem or component i, respectively. F¢c, and hcc represent the common

cause failure distribution function and the common cause failure rate of a subsystem
or component i, respectively. In general, the failure rate is considered in two ways. 1-
Fixed failure rate is when the failure rate of components or subsystems are fixed and
independent of each other and follow the exponential distribution function; 2- Time
dependent failure rate, which changes with increasing and decreasing component rate
with increasing time; Such as gamma distribution, Weibull, etc.

Independent failure rate is either a fixed amount or a function of time, i.e.

_ { Aina; random failures (=123 ) 4
mdi = g, (t) other failures EE R8T @

n is the number of subsystems or subsystem components. From Equations 3 and 4, it
can be seen that the failure rate of a subsystem is a function of the independent and
dependent risks of that subsystem (i.e., the subsystems that affect each other). If in a
railway system whose subsystems have two type of dependent failures such as the
common cause failure and interactive failure and include i (i =1,2,3,...n)
subsystems, the failure rate of the subsystems can express as follows:

ha(8) = @1 [Aina, (O, hune,, (O, hec o, (¢ |
h,(t) = @, [hlndz (®), hint;, ®, hcc]-c2 ().t ]
hi(©) = @ [Ring, (0, hae;, (O, hec,e (0, | (5)

B (®) = @ [Binay (6, Bane, (0, hec, (0),¢ ]

Where hingq,, (£), h,mﬂn(t) and hcc,-cn(t) represent the independent failure rate,
interactive failure rate, and common cause failure rate of the i {i = 1,2,3,...,n}
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subsystem, respectively. jI; represent influencing subsystems of the interactive
dependent failure type of subsystem i{i=1,2,3,..,n} and jC; Represents
influencing subsystems of common cause dependent failure type of subsystem i
{i=123,..,n}

Now, according to Figure 5, we assume that the failure in the even track
subsystem is affected by the failures of the signaling subsystems (common cause
type), power supply (interactive type), rolling stock (interactive type) and odd
track (interactive type). i.e.

Rgven trace(t) = ho(t) = @2 [Ainay (O, hune,,  (0) hoc,e, (0),t ] (6)

Where, j;rven REpresents influencing subsystems of interactive dependent failure type
of even track subsystem, i.e. {j;zven = 1,3,4,5} and jC, Indicates influencing
subsystems of common cause dependent failure type of even track subsystem, i.e.
{ic, = 1}.

In this paper, the failure rate of subsystem i is considered as follows by considering
the interactive dependent failure and the common cause dependent failure in Equation
5 (h,,(t)) using Taylor expansion;

hi (D=9 y2e

+
|hCCjCi (®=0 Ohceye,

%9,

%p;

|hccjci(t):0 +2 |hccici(t):0 +

20hcc,. hec,
CCjc;"CCjk;

%9,
|hccjci(f):0 +2 an?ee N |hlntj”(f):().hccici(f)io (@)...

20hcc;. hee; .
CCjc;"CCjk; J

Estimation of common cause coefficient

There are very few methods and techniques for calculating dependent failure
coefficients and the literature is not rich in this field. Common cause failure
coefficients may be estimated using specialized judgments, checklists, estimated
models (integrated partial model), and historical data. Various sources estimate the 8
amplitude. Examination of electrical equipment shows that the best possible value is
0.01 while the worst value is 0.3. Nuclear power plant data on thirteen types of
components showed that § varies from 0.03 to 0.22 and averages 0.1 [11,33]. If data
are not available, B can be estimated using the various methods mentioned, for
example the Humphreys checklist and the IEC checklists IEC61508-6 and IEC62062
to evaluate engineering performance and prevent common failure [ 34]. The IEC
61508 method is for quantitative estimation of the effect of a checklist of measures to
reduce common cause failures [13]. In this paper, the IEC62062 checklist method,
which is a very simple qualitative method for estimating the 3 factor for high-demand
operating systems, is used to estimate the common cause failure coefficient, and is
simpler than the IEC 61508-6 checklist. It examines only 14 questions [34]. The value
of the geometric mean of the opinions of 8 experts and professional engineers for the
effect of failure of the signaling subsystem on even and odd rail lines is equal to 88.33,
which according to the IEC62062 checklist method, its beta value is equal to 0.1.
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Table 1. IEC 62062 checklist [Y¥]
IEC 62062 Checklist

Item | Score
Separation
Are SRECS signal cables for separate channels separate from other channels in all y
situations or sufficiently protected?
Is it sufficient to detect signal transmission errors where data encryption / decryption s
is used?
Are SRECS and electrical power cables separate in all situations or are they v
adequately shielded?
If subsystem elements can contribute to common cause failure, are they provided as v

separate physical devices in their enclosures?
Diversity / redundancy

Does the subsystem use different electrical technologies, for example, one electronic s
technology or programmable electronic?

Are there elements in the subsystem that use different physical principles (for
example, sensor elements in the protective door that use mechanical techniques and o
magnetic sensors)?

Does the subsystem use elements with time differences in task operations or failure
modes?

Do the subsystem elements have a diagnostic test interval of less than 1 minute? 7
Complexity / design / application

Is interconnection between subsystem channels prevented, except when used for

diagnostic testing purposes? r
Evaluation / analysis

Have the results of failure modes and their effect analysis been examined to establish

the sources of common cause failure, and have the predetermined sources of common A
cause failure been removed by design?

Are field failures analyzed with design feedback? 4
Competence / Training

Do subsystem designers understand the common causes and consequences of .

failures?

Environmental control

Can subsystem elements always operate in the range of temperature, humidity,
corrosion, dust, vibration, etc. that have been tested without using external v
environment control?

Is the subsystem immune to the adverse effects of electromagnetic interference up to

It At A
specified limits?
Geometric average comment 8 experts AN TY
Beta value (odd line = even line) /N

Reliability estimation

The reliability of the railway system with 5 subsystems in the proposed model was
estimated using MATLAB software. According to the block diagram of the rail
system reliability described in Figure 2, the structure of this system is series-parallel
and its reliability is calculated through Equation 18. Table 2 shows the values of each
parameter in each subsystem at time t = 10000 hours .

Table 2. Estimation of reliability of each subsystem with the assumed parameters in the proposed model
(T =10000 hours)

SUbSVStem hlndi (t) ﬁjci (t) hDepi(t) FDepi(t) RDepi(t)
1 = Signalling 0.00076923 0 0.000995 0.08571 0.93312
2=EvenTrack 0.001 0.1 0.001373 0.11627 0.90762
3=0ddTrack 0.001 0.1 0.001503 0.12653 0.90762
4=Rollingstock 0.00266 0 0.0031415 0.24629 0.78710
5=PowerSupply 0.003 0 0.0035007 0.27026 0.76338
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Comparison with other models and sensitivity analysis

In this section, the results of the proposed model are compared with the Chen model
and the sensitivity analysis to change the coefficient of failure of the common cause
is presented. Table 3 shows the prediction results of the reliability of the assumed
subsystems in the railway industry compared to the Chen model [30] at t = 10,000
hours. The reliability value of the target at time t = 10000 is regardless of the
dependencies, ie based on the Chen model. Table 4 shows the percentage
improvement in the estimation results based on the proposed model.

Table 3. Comparison of reliability prediction results with Chen model (T = 10000 hours)

Subsystem Chen. H. (2003) Proposed Model
(RTar,qer)
1 = Signalling 0.93312 0.93312
2=EvenTrack 0.91394 0.90762
3=0ddTrack 0.91394 0.90762
4=Rollingstock 0.78710 0.78710
5=PowerSupply 0.76338 0.76338
System Reliability 0.55651 0.55588

Table 4. Percentage improvement of results estimation in the proposed model

£ Factor Model Proposed Model
Subsystem
Reliability AR; Improvement | Reliability AR; Improvement

= Rrarget Percent = Rrarget Percent

-R —R;
1 = Signalling 0.93312 0 0 0.93312 0 o
2=EvenTrack 0.90762 0/00632 0/632 0.90762 0/00632 0/632
3=0ddTrack 0.90762 0/00632 0/632 0.90762 0/00632 0/632
4=Rollingstock 0.78710 0 0 0.78710 0 0
5=PowerSupply 0.76338 0 0 0.76338 0 0
Total System 0.55588 0/00063 0/063 0.55588 0/00063 0/063

Based on various models in the literature that consider dependent failures in
mechanical, electronic, etc. systems, reliability estimation becomes more accurate. In
railway subsystems, considering the effects of interactive dependent failures (Sun
model) and common cause failure (beta factor), the amount of reliability is reduced
and more accurate compared to the Chen model in which the assumption of
dependence of failures is not taken into account. In the proposed model, considering
both the interactive failure and the common cause failure that can be observed based
on the structure and performance of the railway system, the amount of reliability of
the two models Sun and Chen, which consider only one type of dependent failure in
the system, is less (0.0008 <AR <0.06048). Subsystems that have the same amount of
reliability as each of the Sun and beta factor models are affected only by interactive
failures and common cause failure, respectively. The even track and odd track
subsystems in the proposed model are affected by both interactive and common cause
dependent failures, and therefore their reliability is less than other models (about
0.0008 less than the Sun model, about 0.06048 less than Beta factor model and about
0.0611 less than Chen model). Figure 6 shows the reliability comparison of railway
subsystems with and without dependent failures. Given the dependent failures, the
reliability of the subsystems undergoes significant changes that cannot be ignored;
Because due to the acceleration of the destruction process due to failure interactions,
the system may face failure and crisis sooner.
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Figure 6. Reliability comparison of railway subsystems with and without dependent failures
Sensitivity analysis

To analyze how the parameters involved in the model affect the target reliability of
the subsystems (excluding dependent failures, i. e. the Chen model), sensitivity
analysis is performed on the dependent failure coefficients g;, (¢) at time T = 10,000
Hours is done in Two modes. In the first case, with values of B;c,(¢) has finally
increased to 0.3; In the second case, the values of ;c, (t) is finally increased to 0.9.
The allocation results are obtained under the influence of different values of g;¢, (¢)

according to Table 8. Dependent failure rates of subsystems that have an increase in
the values of interactive failure coefficients and common cause coefficient have
generally increased and reliability has decreased significantly. Larger values of
Bjc,; (t) coefficients can cause serious problems for the system. If Rg, .., increases,
the reliability of each subsystem increases and the dependent coefficients decrease. In
order to increase reliability, by considering the effects of subsystems on each other in
the design phase, the interactions can be reduced as much as possible and finally the
complex dependencies in the system can be reduced to a level that can achieve the
target reliability (i. e. approximately the effects of dependent failures (zero) were
achieved.

Table 5. Reliability values of subsystems with different values of common cause g,

coefficient

Rrarget = 0.55651 Ryyseem = 04939 Ryystem = 0.1858

Subsystem Bic,(®) Rpep () Rpepi () Bic,(£) Bpep,(8) | Rpepi ()
1 = Signalling 0 0.00099 0.9143 0 0.0036 0.7233
2=EvenTrack 0.7 0.0015 0.8716 0.9 0.0050 0.6363
3=0ddTrack 0.3 0.0017 0.8615 0.9 0.0050 0.6363
4=Rollingstock 0 0.0031 0.7537 0 0.0067 0.5450
5=PowerSupply 0 0.0035 0.7297 0 0.0068 05433

Conclusions

Reducing the reliability and propagation of delays at the rail network level reduces
safety, passenger dissatisfaction, damaged trains and reduced the revenue of rail
transport companies. Failure to consider dependency in assessing the reliability of
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complex systems with high dependencies such as the rail system can lead to optimistic
estimates of reliability and ignore the consequences of reduced reliability in the
system. Dependent failures between rail subsystems can accelerate system failure
because rail systems show a high level of dependencies, both one-way and reciprocal;
That is, the failure of some subsystems will affect the failure of other subsystems, and
vice versa. In this research, an attempt has been made to improve the reliability of the
rail system reliability estimation by considering the dependence. This paper develops
a mathematical model using the Taylor expansion approach for the quantitative
analysis of dependent failure in the rail industry; Compared to the Chen model, some
improvement in reliability estimation is observed including the common cause failure.
Ignoring the effects of breakdown-related failures helps the entire system degrade
faster and can have irreparable consequences.
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