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Abstract: Recent years, the insurance industry has been experiencing an
increase in equipping insurance companies with fraud detection systems.
Furthermore due to the significant cost imposed on the insurance industry by the
rise in such claims, the role of data mining techniques in detecting fraudulent
claims has become widespread. However an essential issue with such systems is
the quality of their outputs. On one hand, supervised algorithms are more
accurate comparing to unsupervised counterparts. On the other hand, as data
labeled fraud is really limited, the efficiency of supervised algorithms is
severely challenged. Within this regard, a novel approach is introduced as
“alternative feature” to overcome the challenge. Basically, alternative feature is
a variable whose values are available and can be considered a suitable indicator
to detect suspicious cases. This approach improves the efficiency of the system
and allows experts and insurance companies to investigate suspicious cases with
more confidence and less error.

Keywords: supervised learning, target replacement, fraud detection, auto
insurance

Introduction

In recent years, the insurance industry has shown willing to equip companies

with fraud detection systems. In fact, due to the large cost imposed on the
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industry, fraud detection and identification algorithms should be part of all
modern financial systems. In this regard, the role of data mining methods in
discovering fraud cases has become more significant. However there is a
fundamental problem. On the one hand, supervised algorithms are more accurate
than unsupervised ones. On the other hand, due to the nature of fraud detection,
the labeled data is very limited, and this makes the use of supervised algorithms
and their accuracy a big challenge.

In this article, due to the importance of detecting fraudulent claims in car
insurance, we have investigated the issue through machine learning methods.
When using data mining and machine learning algorithms, two supervised and
unsupervised methods can be utilized. Due to the nature of fraud datasets, the
use of unsupervised algorithms is more common ((Bolton and Hand, 2001) and
(Dominguez, 2015)). In some cases in which labeled data are accessible, it is
possible to use supervised algorithms. For example, Zhou et al. (2012), Gyamfi
and Abdoulai (2018) used support vector machine in their research. In this
article, we have also used supervised machine learning algorithms to detect
suspicious claims in third-party car insurance. Moreover, in order to solve the
challenge of the small number of detected fraud cases, we proposed the notion
of "variable replacement”, through which another variable whose values are
available and is a suitable indicator for suspicious cases is considered as the
target variable. The approach presented in the article allows experts and
insurance companies to choose the right supervised algorithm and to act more

confidently and accurately on suspicious cases.

research method: One of the challenges in dealing with fraudulent claims is the
lack of labeled targets. This makes it impossible to use supervised algorithms.
To overcome this issue, the research provides a different variable (replacement
target variable) whose results were used as a guide to detect suspicious features.
The aforementioned alternative variable is the duration of the insurance policy
as an indicator to detect frauds in car insurance. In the following, according to
the structure of the data set, logistic regression, decision tree and support vector

machine have been used.
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Research data: In this article, 15 independent variables and an alternative target
variable named "insurance policy duration™ are used. The statistical population
includes fifty thousand examples third party car insurance claims. In order to
increase the efficiency of machine learning models, necessary pre-processing
has been done on the data. It is worth mentioning that the pre-processing steps
are not fixed and are determined based on the available data set. In this regard,
for the pre-processing the following steps were taken: extraction of usable parts,
integration of features, removing noise data, assigning numerical codes to all
variables, grouping of numerical independent variables. After examining the
variable "duration of the insurance policy", the samples with the same start and
end date are considered as suspicious samples while others are normal cases.
Data and

Findings and conclusions: The initiative taken in this article to solve the
problem of data set imbalance was the use of "variable replacement”. In this
regard, considering that the aforementioned data were not labeled based on
whether the cases were fraudulent or not, this was done by the team of authors
using an alternative variable (policy duration) as an indicator to detect
fraudulent cases. After labeling the data, logistic models, decision tree and
support vector machine were applied on the data, of which logistic model and
linear support vector showed the best performance with 86% accuracy. The

results can be seen in Table 1.

Table 1. Model Performance
Model Accuracy | Precision | Recall | F1-Score
Logestic 92% 75% 99% 86%
Decision Tree 89% 78% 76% 7%
SVM 92% 75% | 99% | 86%
(linear)
SVM 90% 72% | 99% | 83%
(poli)
SVM 9% 73% 99% 84%
(rbf)

It is worth mentioning that the algorithms and approach used in the article can
be used as the basis of automatic fraud detection systems. In fact, in this way,

the data collected annually is given as input to the system, and suspicious cases
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are identified for further investigation, and within several years, more and more
accurate labeled data will be provided to the system and experts to detect
fraudulent cases with higher sensitivity and accuracy.
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