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1. Introduction

In modern society, the concept of a network is quite visible and tangible. A network connects
a group of entities. In various networks, the change in network behavior and the type of com-
munication can indicate events that can often be analyzed. These analyzes are often very wide-
ly used and have significant advantages and benefits. An issue that has been raised in the last
few years is the statistical monitoring of the behavior pattern of the network or its components,
which leads to the identification of abnormal conditions in the networks. This paper focuses on
applying statistical monitoring methods in networks other than social networks. This research
considers the importance of using statistical monitoring in the control and management of
more complex systems. To this end, modeling and statistical monitoring of the emergency
service network are done based on real data. The characteristics of this research can be sum-
marized in the following topics:

* Modeling and statistical monitoring of a real system in the form of a network, to solve one of
the problems in one of the organizations.

» Modeling dynamic, sparse, feature-based, weighted, and directed network

* Dynamic network modeling based on the moving window method

* Providing a real example to emphasize the importance of using statistical monitoring tech-
niques to manage and control networks other than social networks.

2. Statistical monitoring of the dynamic network of emergency service providers

2.1. Application of Likelihood Ratio Test (LRT) in network monitoring

In the article of Azarnoush and others [1], it is emphasized that the methods designed based on
LRT have been studied for monitoring in various fields and have been successfully applied in
various issues. Such as Sullivan and Woodall [2], Zou and Tsung [3], Paynabar, Jionghua and
Yeh [4]. In the monitoring of feature-based networks, the LRT control charts have been wide-
ly used, such as the works of Farahani, Noorossana and Baradaran [5], Fotuhi, Amiri and
Maleki [6], Farahani et al. [7], Moguaiet al. [8], Shaghaghi and Saghaei [9] and Najafi and
Saghaei [10]. According to the studies, the LRT control charts have been more efficient than
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other control charts in this field. Therefore, in this research, LRT control chart is used to moni-
tor the network and identify abnormal situations.

2.2. Modeling dynamic networks

In the article by Azarnoush and others [1], it is mentioned the use of moving window for mon-
itoring dynamic networks. Another method that has been suggested for modeling network
dynamics is the use of state-space models [11]. In these models, the coefficients of the regres-
sion model are the state variables created by a random process, and the weights of the edges
are the noisy observations. This method is recommended when there is a more complex rela-
tionship between network data [11]. In this research, the moving window method is used to
model the intrinsic and gradual changes of the network. The reference set includes a number
of in-control networks and is updated with the arrival of a new in-control network.

2.3. Dynamic network monitoring methodology of emergency service providers

One of the critical issues in incident management is the timely presence of the team and
providing services in the least possible time. On the other hand, the available resources and
facilities are limited, so continuous monitoring of the dispatch system of teams, machines, and
equipment and early detection of abnormal situations of this system, especially in metropolises
and populated areas, is an important issue. Equation (1) shows the test, where ,80 is the regres-
sion coefficients of reference set networks and B! is the regression coefficients of the new

network at time T.

Hoy: B° = B! 1)
Hl:ﬁo * ﬁl

The likelihood ratio test is used and the parameters of the regression model are estimated by
the Maximum Likelihood Estimation (MLE) method. Equation (2) shows the general form of

LRT statistic.
2

A(T) = 2(l; = o)

Where [; and [, are respectively the log-likelihood function under the hypothesis H; and the
log-likelihood function under the hypothesis Hy.

eXl],(t)Bl
ly =[I(k = 0)log T3 oHOF +I1(k=1) log<m>
' ©F ©)
exp (X, (0B?)* o~ exp(X, (DBY)
I(k>1 ,
+1(k = )log ( k'(1— e~ €Xp (Xl](t)ﬂl)) )]
Xy ®©B° .
lo =[I(k =0)log T X OF +1I(k = 1) log (W)‘L
4

exp (X, (©)B%)* e exp(Xi; (D6°)
Ki(1- e~ &XP (X (DB0)y

I(k=1)log (
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Where the I(.) is the Indicator Function. In order to calculate the control limit, Monte Carlo
simulation logic is used.

2.4. Implementing the methodology

This study is based on real data received from the relevant organization. This network is a
feature-based network, so the modeling of the mechanism of forming edges between nodes is
done based on the features of the nodes. The features used in this study are the demand for the
use of the services of each center and the geographical distance of the centers. There are 150
centers in the studied city. In other words, this network has 150 nodes. Therefore, since the
network is directed, the data set of each day has 22350 records.

Figure (1) shows the network monitoring diagram. As can be seen in the figure, the initial
control limit was 23.96 in the first seven days. Considering that the network was in-control on
days 9, 10, 11, 12, 18 and 19, the reference set was updated. Therefore, the control limit has
changed.

statistics
r

day
Figure 1- The dynamic network monitoring diagram of an emergency service provider

The diagram shows that on days 13 to 17, the network was out of control. After analyzing this
issue in the meetings, it was found that this abnormal condition was due to the lack of man-
power in several centers. This is due to the spread of COVID-19, which has led to an imbal-
ance of supply and demand. Also, dispatching equipment to the countryside has caused the
repetition of abnormal conditions from the 20th day onwards.

One of the issues raised in the online implementation of the methodology is the action plan to
deal with abnormal conditions. In other words, what actions should professionals take after
receiving a signal indicating an abnormal network behavior pattern? Figure (2) shows the
summary of the written action plan.
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Identifying abnormal network condi-
tions

) 4
Checking the balance of supply and
demand in abnormal conditions of the
network

Global

\4

Checking the possible events (calen-

dar, social events, etc.) in abnormal
network conditions

Using statistical methods to identify
abnormal nodes, based on the output
degree of nodes

|

Investigating the causes of abnormal
conditions that have been identified in
technical teams

Local

Figure 2- Out of Control Action Plan (OCAP)
3. Conclusion

This paper focused on the application of statistical monitoring methods in the control and
management of more complex systems, in the form of a network. The intended case study was
one of the emergency service centers whose mission is to provide fast and high-quality ser-
vices to citizens. The nature of this network is dynamic and a methodology was presented that
can model the inherent changes of the network and not recognize it as an abnormal condition.
The monitoring of the emergency service network showed that by continuously monitoring the
network, out of control conditions can be identified early and in this way the crisis can be
prevented, especially in metropolises.
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